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Debugging Guide for Genuine Channelsv. 2.5

This document describes approaches and means that simplify debugging and supporting
distributed applications based on Genuine Channels. We will discuss how you can check the
behavior of your distributed application and how you can quickly reveal the cause of occurred
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1. General Debugging Strategies

NET Remoting is designed to be a versatile system and provides several methods for registering
and obtaining objects. To reduce the number of possible problems, you are highly recommended
to use the best practices described in the Beginner’s Guide, Programming Guide and Knowledge
Base. For example, you are not recommended to use SAO or CAO objects, sinks with thread-
unsafe implementation. Marking the main method by the STAT hreadAttribute attribute without
necessity is certainly a bad idea as well.

When you encounter a problem, you usually have an exception with a stack trace and the
situation in which it occurred. The full list of exceptions generated by Genuine Channelsis
available in the Programming Guide. Usually, the text of an exception is informative and tells
you the cause of the problem.

After that, if neither the exception nor its description helps, it is a good idea to enable logging
and try to reproduce the problem. Log files contain a complete list of events occurred during
application exectuion and allow you to see the situation as a whole. Y ou will see what
connections were established, what invocations with what parameters and results were made and
what Security Sessions were used.

In addition to log files, you might want to install a good sniffer to control what content is
transmitted by your solution. We can recommend you Ethereal available at
http://www.ethereal.com. It supports both TCP and HTTP protocols. In general, log files contain
the transmitted content and provide better options for analysis.

2.Log Files

Usually, it is not convenient to control ongoing events at run time. .NET Remoting invocations
aretoo quick and, on the other hand, it can take up to several hoursto reproduce appropriate
problems. Log Files allow usto track down all events occurred during execution for deferred
analysis.

The Log File isa set of network, security, message and diagnostic records written by Genuine
Channels. These events are written in the binary form to minimize expenses on writing and
keeping the records. In this document, we will discuss how you can write log files, analyze them
with the help of Genuine Log Viewer, convert them into XML format, add your own debugging
records.

We will think of Genuine Channels in terms of a big finite-state machine. We will enumerate all
states passed by Genuine Channels when a certain operation is performed. As soon aswe
encounter a problem, we can check on what stage the problem occurred and, as aresult, we can
figure out the list of possible causes of incorrect behavior.

Each state record is represented as a set of different fields depending on the event type. Each
event can be either successful or unsuccessful. Unsuccessful events mean that an exception or
something bad occurred before things come to a particular state. Unsuccessful events are usually
displayed in red and contain exceptions and the descriptions of problems. Successful events
mean that everything goes OK and things come to a particular state as expected.

Usually each event includes the DateTime when it occurred, the log category, the type of the
event, the alerter that wrote the event, the exception associated with the event, the thread
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identifier and the thread name where the event occurred and a number of other fields depending
on the event type.

Records written by different application instances are united into record sequences. If you run
the same application several times, the log file will contain different execution sequences. When
you try to load such afile, you will be asked what sequence you want to view.

8 chooseLifetimeld 3 =10l x|

Chooze the execution to show;

|0 $63238732591 7EEE250 |nitiated at: 1241642004 11:16:31 AM Total records: 445
ID #632387340131093750 Initiated at: 12/16/2004 11:40:13 4M Total records: 337
|0 #E3235794511 3437500 Initisted at: 12/16/2004 11:48:31 AM Total records: 416
D HE 34875 358906250 [nihated at: 1244 6/2004 1.200:35 PM T otal records: 398
|0 $632387353332343750 Iniiated at: 1241642004 12:02:13 PM Total records: 386

3. Writing Log Files
There are two supported approaches of writing event records. Y ou can either put everything into
afile or keep al records in memory and download them at run time. The second way is better if

you do not have rightsto create or write into afile or if you want to observe a situation during
execution.

3.1. Logging Options
Y ou can narrow down the set of written records by specifying what records you are interested in.
To do this, you can specify a verbosity level for each category. Each log category is associated
with a character. The verbosity level is specified by a digit. The zero level means that no records
will be written. The first level allows records without binary content. The second level alows
binary content to be included into the log. Thethird level makes it possible to include records
containing personal or security information.

Hereisalist of al possible categories.

L og Category Letter and Description
Default Level

Connection C1l This category contains connection notifications.

ChannelEvent El This category contains notifications describing what
Channel Events are raised.

MessageProcessing M2 This category contains notifications related to
message processing.

I mplementationWarning | 13 This category contains notifications generated by
Genuine Channels in unexpected or unwanted
situations.
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Security S1 This category contains security notifications.

BroadcastEngine B2 This category contains notifications describing
Broadcast Engine invocations.

Transport T1 This category contains general transport
notifications.

DXM X1 This category contains notifications generated by
Direct Exchange Manager.

HostInformation H1 This category contains notifications related to

HostInformation objects serving Security Sessions,
Client Sessions and network information with regard
to remote hogts.

AcceptingConnection Al This category contains notifications informing you
about inbound connections and what local end points
are served.

Debugging D2 This category contains notifications generated by
user code.

Version V1 This category contains notifications revealing the

environment information such as the Genuine
Channels version, the CLR version, the version of
OS and so on.

LowLevelTransport LO This category contains notifications generated by the
low-level transport. These records simplify Genuine
Channels debugging. By default, these records are
not written.

StatisticCounters N1 This category contains notifications generated by the
Genuine Thread Pool and the Buffer Pool. These
messages contain information about resource
consumption.

For example, the string “ C1IEIM2I3S1B2T1X1H1A1D2V1LON1" represents the default logging
settings and can be obtained via the Genuinel oggingServices.DefaultL oggingOptions property. If
you do not specify some categories, their default verborsity level will be used.

To enable low-level transport messages, you can enumerate all categories:
“C1EIM2I3S1B2T1X1H1A1D2V1L2N1"; aternatively, you can simply specify that you need
low-level messages with content: “L2".

3.2. Logging Into a File
To enable logging into afile, execute the following line:

try
{

Belikov.GenuineChannels.Logbook.GenuineLoggingServices.SetUpLoggingToFilefileName, options);

where fileName is a path plus the base part of the destination file name and optionsisa string or a
null reference that determines the verbosity level for categories as it is described in the section
above. If the specified file cannot be created or is already locked by another application, an
exception will be raised.
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Alternatively, if you use Genuine Channels compiled in the DEBUG mode, you can specify the
EnableGlobal LoggingToFile=" nameOfTheFile’ channel parameter. Logging options can be
specified by the LoggingParameters channel parameter.

The current date and the .genchlog extension are automatically added to the file name. For
example, if you specify ServerLog as a file name, you will get ServerLog.2004-10-04.genchlog,
ServerL0g.2004-10-05.genchlog and so on.

In general, you can inspect any file. In this case, you will lack information about connections,
messages and HostInformations. Y ou can always concatenate two files with the help of the copy
command:

COMMAND LINE
copy ServerLog.2004-10-04.genchlog+ServerLog.2004-10-05.genchlog+ ServerLog.2004-10-06.genchlog oneBigFile.genchlog

Please note that the current version of the Log Viewer parses absolutely all records while loading
afile. Asaresult, loading of big files may take a significant amount of time and memory. A
300Mb file is usually loaded for 7-8 minutes.

3.3. Logging Into Memory
To enable logging into memory, execute the following line:

Belikov.GenuineChannels.Loghook.GenuineLoggingServices.SetUpLoggingToMemory(maximumSize, options);

If you use Genuine Channels compiled in the DEBUG mode, you can specify the
EnableGlobal LoggingToMemory="maximumSize" channel parameter. Logging options can be
specified by the LoggingParameters channel parameter.

The value of the maximumSize parameter determines how many bytes can be allocated for log
records. As soon as the memory size occupied by log records exceeds this value, logging gets
frozen. After a portion is downloaded and some space is available again, the logging is resumed.

Y ou can enable or disable logging remotely.

3.4. Common Recommendations
1. To sop logging, use

Belikov.GenuineChannels.Logbook.GenuineLoggingServices.StopLogging();

If you use Genuine Log Viewer and it downloads content from a remote host, you can enable or
disable logging via Connection > Togglel ogging.

2. As mentioned ealier, each event has athread ID and a thread name. By default, athread has an
empty name. Genuine Thread Pool always names itsthreads as “GC.GTP.#X” where X isthe
ordinal number. It isagood ideato assign names to threads if you want to understand in what
thread an event happened. Use the following:

System.Threading.Thread.CurrentThread.Name = "MyThreadName";
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3. The lion's share of each log file is occupied by binary content. If you specify “M113B1D1",
expenses on writing as well as the total file size will be considerably reduced. Though in this
case, you will not be able to inspect the content of transmitted messages.

4. 1f you have only a part of alog file, consider that each record always starts from the AA 4B
E7 78 byte sequence. Therefore, if you want to read it with the help of Genuine Log Viewer, cut
off all bytes from the beginning until you find this sequence.

5. When Log Viewer downloads content from a remote host, the log file naturally contains
records produced by the Log Viewer to Server interaction.

6. Try to avoid situations when two or more applications are trying to write records into the same
file. FileWritingStream locks the file for writing, so none but the first application can write
anything to the log. However, other applications will check whether the file is available every 15
seconds. If the first application exits, the second application will obtain the write access to the
file and start writing its records. As aresult, you will get several different record sequencesin
one log file. It is not a problem because they will not be mixed; you will just have to figure out
what sequence you actually want to view.

3.5. Writing your own records

The current implementation of the logging system is experimental. It will be surely updated and
improved; therefore, do not rely heavily on its functionality. However, if you are resolving a
problem that is not easy to understand, you can write additional recordsto the log file.

Exception exception =. . . /I an exception you want to be associated with the record, or a null reference
HostInformation hostinformation = . . ; /I a HostInformation to be associated with the record
Stream stream = . . ; /I binary content

BinaryLogWriter binaryLogWriter = GenuineLoggingServices.BinaryLogWriter;

if ( binaryLogWriter != null && binaryLogWriter[LogCategory.Debugging] > 0)
binaryLogWriter.WriteEvent(LogCategory. Debugging, "The name of the place where you put the event",
LogMessageType.Warning, exception, null, hostinformation, stream,
GenuineUtility.CurrentThreadld, Thread.CurrentThread.Name,
null, null, -1, 0, 0, O, null, null, null, null,
"My message with {0} several {1} parameters {2}.", "(",")",".");

As you see, you can store an exception, a HostInformation, a binary content respresented as a
stream and a text message.

By default, the Genuine Log Viewer does not display debugging messages. Y ou can enable them
in the Category menu.

4.Genuine Log Viewer

The main window consists of the grid control and three docking panels. The log explorer panel
allows you to select entities. The properties panel displays all values associated with the
currently selected record. The Record Details panel displays exceptions and brief information
about the selected record.
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The main window has a message filter that can be used to filter out unnecessary records. For
example, the very first thing you might want to do is to check Only exceptions and click Apply. In
this case, the window will contain only records with exceptions and you can walk through all
occurred errors quickly.

The Genuine Log Viewer uses colorsto separate records by categories. For example, all records
connected with messages are green, security warnings are red, transport records are yellow and
so on.

The very first record of each log file contains information about the used Genuine Channels, the
version of CLR and the environment.
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On the screenshot above, you can see that an application uses CLR version 1.1.4322.573,
Genuine Channels 2.5.2.36 on Windows XP. The path to GenuineChannels.dll allowsto
understand where GenuineChannels.dll is located. Sometimes, this information is enough to
resolve the problem.

4.1. Command Line options

After you install Genuine Channels, Genuine Log Viewer is associated with the .genchlog file
extension. Y ou can simply click such afile to open it Genuine Log Viewer.
You can load afile into the Log Viewer at any moment by using File > Load.

To convert alog file into XML, use

COMMAND LINE
"C:\Program Files\Genuine Channels\GenuineLogViewer\GenuineLogViewer.exe" -t filename.genchlog

The binary content is not available in the XML formeat.

4.2. Downloading records from the server

If you enable logging into memory by specifying, for example,
EnableGlobal LoggingToMemory="2500000" , you can use the Genuine Log Viewer to connect to
that server and download log records.
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Click Connect and type the address of a remote host. Genuine Log Viewer supports GTCP,
GHTTP and Shared Memory transports.

Connect to remote seryer = |EI|5|

LIRL: Igtcp:.-’f'lacalhost:ﬂﬁ?

¥ Compress traffic

Connect I Cancel |

Y ou can enable or disable logging on the remote host via Connection > Toggle Logging.
To disconnect from the remote host, use Connection > Disconnect.

Log records are downloaded every 15 seconds.
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5. Entities
The following diagrams depict all steps passed by entities.

Broadcast Engine state diagram

LEVEL 2 AN
Content

LEVEL 1
Dispatcher settings

DispatcherRecipient
Added

Broadcastl nvocation
Initiated

BroadcastFilter
Caled

DispatcherRecipient
Removed

BroadcastRecipient
Invoked

BroadcastResponse
Parsed

BroadcastRecipient
InvokedAfterTimeout

BroadcastInvocation
Completed

D D M
NN N A N N
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Transport and Hostl nformation state diagram
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Security and M essage Processing state diagram
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5.1. HostIinformation

Each HostInformation represents a remote host. Each remote host has a unique URI.
The first HostInformation usually represents the local HostInformation that works as a container
for Security Sessions. It should be ignored.

F C Tmp'bg_server.2004-12-16.genchlog - Genuine Channels Log ¥iewer & |EI|5|
Eile  Record ‘Window Help
sl 68 | i e
|L0g explorer 3 x | R |Properties a3 =
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it Connectiors _Qtep://71f941804 _giop:/471 12/16/204 2570 127.0.01.8737 LUCE: eedpaic 20,04 670
=W Made Invocations » ~gtop://bi37h04006] _gtop://bid| 12/16/2004 257.12 :;"_Ca IDURI E Ty paTaen
% :erfm;m:d i _otep://12bd 10434 _glep:/12 12/16/2004 2581 127.0.01:87%7 L ;g?c';'g e
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i emoce
top:/ /B0fCdB f tcp://B0 12/16/2004 2:58:2 127.0.0.1:8737
©[2X Debug Messages P ol e URI _gbepifbF97b040060F4141b31
_gkcpifja0fcd61feaaatsieba485bebd0adeszh
Local ID
The identifier of the local HostInFormation,
| Record Details 7 x|
|3,f3 LRL: URT: _gtep://bfa7b040060F41 41031 1237d653c1c04 Local: 127.0.0,1:8737 Remote: 127.0.0,1:2183 At: 12/16/2004 2:57:12 PM il
Ready >

5.1.1. Lifetime

The client application usually writes only Hostl nformationCreated and
Hostl nformationUriUpdated events. The server application does not usually write the
Hostl nformationUriUpdated event.

5.1.2. Available Information

Y ou have the URI, the URL and end points of the last established connection.

The URL is available only if the connection is established by the current host. The URL is not
available if the connection is accepted.

Hostl nformationReferencesDisassociated and Hostl nformationReleased always have exceptions
explaining the cause.
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5.2. Security

 Tmp'bg_server.2004-12-16.genchlog - Genuine Channels Log ¥iewer & |EI|5|

Eile  Record ‘Window Help

X EermE|

|Log e e | List of Security Sessions |Pmpemes S
= %g ;ecords Log Records » Security Sessions %+ |
Essages
% Broadcast Invacations # | Mame | Features = Ren'n.:te Host
(% Channel Events 1 <default bazicy ['D"] | Mo security features supported. LoaEhed : Lol or 2 EM
qﬁ Connections 2 ftaction/Login/ZPa  Zero Proof Authorization Flags: Mone Encryption: Mo Datg Lncal end gt iR,
= Made Invocations . 3 <default basic> ['D"'] | Mo security features supported. :;D_Cal IDURI 2 RS EDA0EDTA ST
% :Z:Z;::doi:: o 2 . . " Rz:jti end point Ig?q;'g 12183
ﬁ&f S 5 <default basics ["D"] | No security features supported. R 5 I
i B Atwaction/LogindZPd  Zero Proof Authorization Flags: Mone Encryption: Mo Datg
""" {1 Debug Messages R ; LRI _gkep: ) /BFOTB040060F 4141 b31
7 <default basicy ["'D'] Mo security features supported. EliSEcinty Sessinn
g fuction/Login/ZP4A  Zero Proof Autharization Flags: Mone Encryption: Mo Datd s 5
9 <default basicy ["D'] Mo secunty features supported. s Phuuction/Login/ZPA
10 Aduction/Login/ZPa | Zero Proof Authorization Flags: Mone Encryptipe—tle Diatd

Zero Proof Authorization Flags: Mone Encryption: Mo Data Inkegrity: No

URI
The URI of the remate host,
A L3
|Rec0rd Details oo |
#4 Name: fAuction/Login/ZPA Type: Zero Proof Authorization Flags: Mone Encryption: Mo Data Integrity: Mo To: 373 URL: URL: ;I

_gtep:/fbFa7b040060F4141b311237d653c1 04 Local: 127.0.0.1:8737 Remate: 127,0.0,1:2183 At: 12/16{2004 2:57:12 PM

|H eady >

Each Security Session is established with a particular remote hogt. If you do not use Security
Sessions, you will have only basic Security Sessions that do not provide any security
functionality.

Security Session Parameters are written with each message. If you need to check what Security
Session Parameters have been used during an invocation, open the corresponding request

message.
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£@.C:\Tmp'\bg_client.z004-12-16.genchlog - Genuine Channels Log Yiewer o [=] 4

Eile  Record ‘Window Help

| @ e | e

|L0g explorer a3 % | .
List of messages
=6 Log Records Log Records » Messages 8 |
4= Messages = - : - -
2% Broadcast Invocations Invocation Level Security Session =
= Channel Events Message type: IALL j Target: I i} 1
Qﬁ Connections Method narme: I Behavior: Apply hame =default basic ('D")
=% Made Invocations Type Mo security features suppor
@ Performed Invocations # | Meszage ID | Reply ID | Size | b El Message
3= Remaote Hosts 16 10 0 150 o Connection name
= Security Sessions 17 12 10 273 o Connection bype Persistent
ebug Messages ouk =nat specified >
{4 Debugm 18 11 10 23 i fied
149 13 i} 1670 u} Message 1D 19
20 12 i} 350 o Method name KnownLayer, Services, IUser
21 14 12 1155 o Rale ASYMC Reguest being sent.
23 13 ] 150 ul Security Session <default basic>
23 15 13 2 o 5eqno 3
24 14 13 23 | Size 139
25 16 il 1651 o Target gkcp:/127.0.0.1:8757 User
26 15 ] 350 ul Type Crdinary
27 17 15 1155 o |||E Remote Host
28 16 ] 150 o Established 12/16{2004 3:19:22 PM
29 18 15 73 o Local end point 127.0.0.1:2254
30 17 16 23 0 Local ID 3
. IR T G || P sizrosien
k] 18 149 14132 o Remnaote end point 127.0.0.1:87357 LI
34 19 20 305432 E| Invocation timeout
35 2 1] 288 o It's mot the actual value of the invocation timeout! TE
36 20 2 a0 0| =2 value of timeout requested in the Security
||| Session Parameters,
4 | I » i
|Rec0rd Details oo |
(199; ASYMC; Af: grcpeff127.0.0,1:8737 UserCrudServices. rem; Target: kKnownLayer, Services. IUserCrudServices, GetUsers; Size: 139; Timouk: ;I
1073741 sec;
Jiz|
Ready 4

5.2.1. Lifetime

In general, a set of states depends on the type of the Security Session and what role it plays. The
following screenshot illustrates how a ZPA Client Security Session is established.
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f?,'l::"-.,Tmp"-.,hg_l:lient.Zl]lM—12—lﬁ.genchlog - Genuine Channels Log ¥iewer & |EI|5|
Eile  Record Categories Window  Help
E?’|@|[J ‘

. Properties s
List of log records | £ 2 0
Log Records EEZ 2t | =]

Connection Type Persistent | TepConnectionl &
Message Id: o = HostUri | Established 12/16/2004 3:19:22 PM
Secunty Session Name: I Thread: I Local End Point 127.0.0.1:2284
) - Pirigs Sent a
Eonnection Id: o = I Only exceptions Remote End Paint  127.0.0.1:8737
- E Record
# | Time | Eateg.or_l,l . . | Remote kost | Message | Alerter. . - Aartar TEtinaCtnMa g Lo
41 31923 PM SecurftySessanreated £ Security . 3/2 URL: gtep: /412 SecurltyE.Fessm Categary Receivingstarted | Transpor
42 F1923PM  SecurtySessionHasMotBeenEstablishedyet /  3/2 URL: gtep: /412 [5]: SYMC: At gtc  Connectiontda RS =0
43 F1323PM  SecuritwSessionlnitiated / 5 ecurity 342 URL: gtcp:/H12 SecuritySessio Thread ID 6040
44 F1F23PM SecuritySessionParameterséasembled / Sec 372 URL: gopi/i12 ConnectionMa Thread Mame GC.CTP.#1
45 31923PM  Messagel sSentSyr?c:hronously / Trangport 3/2 URL: gtep: /412 TepConnectiol Time 12/16/2004 3:19:23 P
46 :1 9:2 Pt SyncronousSendlngStarted / Tranzport .-" URL: gtep:/#12 Tcpocketlfc ElRernote Hisk
4 319.23PM | R Een::e ! g!:il.-rten:l / Transport 342 URL: gtop:/413 T:::|:|I_Z|:|r'|r'|en::t|:| Established 12/16/2004 3:19:22 PM
51 31923PM  ReceivingFinished / Transport 32 URL: gtep: /412 TepConnectiol Local end point 157.0.0.1: 2254
53 FI1223PM  SecuritySessionEstablishing / 5 ecurity 342 URL: gtop:f12 SecuritySessio Local IO 3
B4 31923 PM Sec:urit_r,lSessior?Key / Security 3/2URL: gtep: /412 Security?essio Primary LRI ghep:f127.0.0,1:8737
55 31923PM  SecunitySessionParametersbasembled / Sec  3/2 URL: gep: /12 Eonnectlonﬂa Remate end paint 127.0.0. L:E737
56 31323PM | MessagelsSentSynchronously / Transport 32 URL: gtcp:/12 TepConnection Remote 1D >
57 31923 PM SyncthnousS endingStarted / Tranzport 3/2 URL: gtep: /412 TepS ocketlr?fc URI _gtepif/LdesSeadzead4raz
Bl 31923PM  ReceivingStarted / Transport 32 URL: gtep: /12 TepConnection URL gtepsf/127.0.0,1:8737
B2  319:23PM  ReceivingFinished / Transport 3/2URL: gtep: /112 TepConnectiol =
B4 31923PM  SecuritySessionE stablishing / Security 3/2 URL: gtepe /112 SecuritySessio -
: : : ; : ime
EE  FI1323PM  SecuritwSessionkey / Security 32 URL: gtep: /12 SecuritySessio :
The & & when th d has b
B6  31%23PM  SecurtySessionEstabiished / Secuity 342 URL: ghop:/#12 Securiyessio (|| aatad e orare A heen
E7  31923PM  SecuritySessiondpplied / Security 32 URL: gtepe /412 [8]: SYMC; &t gic Connectionkda =
< | 3
| Reecord Details 3 = |
o exception is associaked with this record, ﬂ
|H eady >

Asyou see, it passes almost all states and is finally applied to the message 5.

5.2.2. Available Information

In general, you need to know only the remote host and the name of the Security Session.

ZPA and SSPI Security Session provide additional information regarding the usage of
encryption, integrity checking and impersonation. For example, SSPI Server Security Session
displays “SSPI Package: NTLM Features: Impersonation Win Auth Type: NTLM IsAnonymous:
False IsGuest: False IsSystem: False Name: DEVELOPMENT\Dima’”. Each Security Session
has a unique identifier.

If you use Security Sessions on the connection level, they will be displayed in the connection
properties.

5.3. Connections

Log files contain two types of connections; stub connections and physical connections. Stub
connections are usually displayed as long empty strings that mean that a physical connection to a
specific remote host has been closed. Stub connections collect all messages that should be sent to
that host if the connection is being reestablished. If a connection is reestablished, the new
physical connection inherits al the properties of the stub connection.
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For example, if you start five client applications and then close them, the server’s log file will
contain five empty lines representing stub connections.

_E C Tmp'bg_server.2004-12-16.genchlog - Genuine Channels Log ¥iewer & |EI|5|
Eile  Record ‘Window Help

X EermE|

|L0g explorer 3 x | LSt tennns s |Propertles a3 =
E‘"' Log Records Log Records » Connections E: 2t |
: E Messages - -

Broadcask Invocations # | Type | Remoate Host | Local end point | f Connectfon Manager Tcp(;onnectlonManager. o
=) Channel Events » Connection Type Persistent | TcpConnectionl
it Connections 2 | Persistent/ TopConnectionManager | 3URL: URL:_gt| 127.0.0.1:8737 | {0 —ooished 12/16/2004 2:57:04 PH
= Made Invocations 3 Persistent / TopConrectiontanager | 4/3URL: URI gt 1270018737 || ool End Point (TR
% Lt s 4 Parsistent/ TepConnectionManager  5/3URL URL_gt 1270018737 || "o oo d

: : 7] Persistent / TcpConnectiontdanager | B/3 URL: URL: _gt 127.0.0.1:8737 1 - Rt
) ﬁff Security Sessions B El Connection Parameters
{1 Debug Messages 7 CloselnvocationConne 00:00:15
Q CloseMamedConnectic 00:02:00
9 CloseOneWayConnec 00:00:15
10 ClasePersistentConne 00:01:40
CompatibilityLewel 1
Compression False
ConnectTimeout 00;02;00
EnableGlobalLoggingT

EnableGloballoggingT 0
HoldThreadDuring3ec True
HetpalowitriteStrean False
HetpauthCredential < <null ==

HttpauthDomain <anull==
HttpAuthentication  False
HttpAuthPassword < <null == LI
Pings Sent
The total number of pings sent through the
connection.
A L3
|Rec0rd Details oo |
#1 (FROM: 127.0.0.1:8737 TO: 127.0.0,1:2182) Security: 7 Established at: 12/16/2004 2:57:04 PM Died: 12/16/2004 2:59:14 PM Evtes sent: ;I

334658 Bytes received: 0

7]
4

Ready

5.3.1. Lifetime

Connections very seldom follow the rules stated on the state diagram. Many connection events
are skipped since version 2.5.1 because such actions as sending or receiving content, pings,
messages are always duplicated by message, transport and security records. In some places,
logging stuff just created too many records so it was hard to read log files. Asaresult,
connection entities usually produce only initialization and termination notifications and some
events that are not duplicated by other entities.

Y ou can always enable low-level transport notifications (“L3") that notify you about operations
with sockets and web requests. In this case you will get socket.Receive, socket.BeginReceive,
socket.Send and such kind of operations as separate records.

5.3.2. Available information

Transport Context parameters are written and available every time a connection is established or
accepted. Genuine Log Viewer calculates network activity based on available information about
messages. As aresult, the number of sent or received bytes does not have any actual relation to
the real traffic!
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If you use Security Sessions on the connection level, they will be displayed in the connection
properties.

]  Tmp'server.log.2004-12-16.genchlog - Genuine Channels Log Yiewer & | Ellil
Eile  Record ‘Window Help

2 EerE B

* - 5
2 List of connections
Log Records » Connections %+ |
E¥ Broadcast Invocations # | Type | Remate Host | Local end point | A B Eonnectio.n =
= Chaninel Events = — URL URL g 18737 Bytes Received i
% Conneckions e Bytes Sent (3333
=W Made Invocations Connection ID |1

@ Performed Invocations Connection Manager | TcpConnectionManager

3: Remoke Hosts Connection Type Persistent | TepConnectionh
ﬁ Security Sessions Established 12/16/2004 5:12:55 PM
[ Debug Messages Local End Paint 127.0.0.1:8737
Pirigs Sent a

Femote End Point 127.0.0.1:2605
El Connection Level Security Session

D 1
Mame IChat/Sspi
S5PI Package: NTLM Featur

El Connection Parameters
CloseInvocationConne 00:00:15
ClosemMamedConnectic 00:02:00
Close0neiayConnec 00:00: 15
ClosePersistentConne 00:01:40
CompatibilityLewvel 1
Compressian False
ConnectTimeout O0:0z:00
EnableGlobalLoggingT
EnableGlobalLoggingT 0
HoldThreadDuringSec True
HttnallnwthlriteStrear Ealse LI

Type

The type of the Security Session,

| Record Details 7 x|

#1 (FROM: 127.0,0,1:8737 TO: 127.0.0,1:2608) Security: 7 Established at: 12/16/2004 5:12:55 PM Died: ? Bytes senk: 3333 Bytes received:

o
|1|>

Ready >

5.4. Messages

The transport layer supports different types of messages. On the screenshot below you can see
Ordinary, BroadcastEngine and External StreamConsumer messages.
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.!{2l::"-.,Tmp"-.,hg_server.2l]l]4—12—15.genchlog - Genuine Channels Log ¥iewer =, |El|l|
Eile  Record ‘Window Help
5l fE | & v
|L0g explorer 3 x | R |Properties a3 = |
List of messages
E-{E Log Records Log Records » Messages B |
E’ Messages
B Broadcast Invocations Local End Paint 127.0.0.1:8737 -
= Channel Events Message type: IALL L’ Target: I Pings Sent 0
ﬁii Connections Method name: Behavior: Apply Remate End Point 127.0.0.1: 2186
=% Made Invocations I - B Invocation Level Security Session
@ Performed Irvocations # | MessagelD | ReplID | Size | Meszage Type | Invacation Type = D e
) Remoke Hosts 162 17 a0 1155 Ordinary Fieceived respor Name =default basic ('D'}
fiF Security Sessions 163 o1 ] 150 Ordinary SYMC Request Type Mo security features suppor
""" {21 Debug Messages 164 18 a1 23 Ordiriary Received raspor B Message
» 182 16|28 |Odinay | Fespons Gonnceionname: | HinGoilpa0. 0L
166 19 0 133 Ordinary ASYNL Feceive: Connection fype Rorsistent
167 93 19 14848 Ordinary Response being Invocakion timeout =not specified=
168 20 0 0 EsternalStreaml  ASYNC Receive: Message ID 92
169 94 an 305432 EsternalSteamC Fespanse being |KnownLayer.Services.IParameterProcessor.Subscribe
170 A 0 537 Ordinary ASYNL Feceiver Reply I le
171 95 0 619 BroadcastEngine | ASYMC Request Role Response being sent.
172 96 0 619 BroadcastEngine  ASYNC Request Security Session | <defaul basic
173 a7 0 £19 BroadcastEngine  ASYNEC Flequest 3eqno LES
174 98 0 619 BroadcastEngine | ASYNC Fequest Size 23
175 99 0 619 BroadeastEngine  ASYNC Request Target ParameterPracessar.rem
176 100 A 23 Ordinary Responze being Type Ordinary
178 21 9% 23 BroadcastEngine  Received respar B Remote Host
173 22 98 23 BroadcastEngine  Received respor Established 12/16{2004 2:55:24 PM LI
180 22 93 23 BroadeastEngine  Received respor URI
191 23 95 23 BroadeastEngine  Received respor The URT of the remate hast,
182 A 97 23 BroadcastEngine  Received respor &
g 5 PER— - _>I_|
|Rec0rd Details o ox |
(92-=16); REPLY; SYNC; Size: 23; Timout: 1073741 sec; d
Jiz|
|Heady .

Ordinary messages are generated by .NET Remoting. The Broadcast Engine marks its messages
as BroadcastEngine. Besides Ordinary and BroadcastEngine, you can find

External StreamConsumer (DXM), TrueBroadcast (1P Multicasting), Custom (pings and connection
checkins).

Ping messages sometimes look like ordinary .NET Remoting invocations with ReplylD = -3.

5.4.1. Lifetime

Ordinary messages nearly always behave exactly as it is displayed on the diagram. Some other
types of messages do not always follow the rules. Messages created by the Broadcast Engine are
discussed in section 5.7.

5.4.2. Available Information

The logging system places high emphasis on messages and their content. Probably, you will be
interested only in message size, message target, message method name, message role and
message content. Genuine Log Viewer allows you to deserialize .NET Remoting messages into
graphs if you have necessary DLL and EXE files.
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Available message properties

Name

Sample and description

Size

350 (bytes)

The size of the message in bytes. This property always displays the actual size of
the message. Compression, encryption or integrity checking does not change the
value of this parameter.

Target

/8e4c7c80_6€e70_4ef2_81fd 2064329dce7l/AvrdXUdCNhggmYD9KKaPaFJD_1.rem
UserCrudServices.rem

The target of the invocation represents a remote entry point associated with a
specific MBR object or aDXM consumer that will handle the message.

Method
Name

KnownL ayer.Services.| SecurityServices.Login
System.M ar shal ByRef Obj ect.CreateObj Ref

The name of the method to be invoked on the target object. Method Names always
equal to Target Names if you send DXM messages.

Type

Ordinary
External StreamConsumer
TrueBroadcast

The type of the message.

Invocation
Level
Security
Session

<default basc> (" D")
/Auction/Login/ZPA

The Invocation Level Security Session is displayed in a separate section. See the
connection (or invocation) properties for Connection Level Security Session.

Message
ID

65

It isthe logical identifier of the invocation assigned by the host that initiated the
invocation. This identifier is not unique, but it remains the same when a message is
transmitted to another host. The Message ID/Host URI pair is unique. Message ID
allows you to find the corresponding messages in log files generated by client and
server applications.

Reply ID

20

This number represents the identifier of the initial request invocation. This
property is zero for all invocation requests and it is not zero for all invocation
responses. For example, Replyl D=65 means that it is areply to Messagel D=65.
Reply identifiers are not unique. The Reply ID/Host URI pair is not unique either
since each invocation can cause several responses.

Seq No

103

This property represents the unique identifier of each message. The ordinal
numbers of the same message do not match in log files produced by client and
server applications.

Role

Response being sent.
ASYNC Received request.
SYNC Request being sent.

This property displays the role of the currently selected message. Responses are

Copyright © 2005 Genrix Software, Inc. All rights reserved.
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Anyway, the first word (SY NC/ASY NC) makes sense only if you inspect an
invocation request that is sent to aremote host.

Connection | Persistent
Type
The type of the connection pattern specified by the Security Session Parameters
applied to the message.

Connection | <empty>

Name
This property represents the name of the connection requested by the Security
Session Parameters.

Invocation | <not specified>

Timeout

This property represents the invocation timeout requested by the Security Session
Parameters.

To examine the content of a message, double click it.

_inix]

676: Synchronous NET Remoting invocaiton is being initiated.

IJze menu in the main window to zave the content into a file. Use Object Inzpector only if pouw are sure that

the content e dezenalizable and you have all the reguired DLLs.

Binary viewer | V4 Object inspector [ 4 I
0ooo30 73 68 61 6c 42 79 52 65 66 4Ff 62 6a 65 63 74 2cC shalByRef0h ~
oooo40 20 6d 73 63 6£ 72 6c 69 62 2c 20 56 65 T2 13 &9 mscorlib
oooos50 6f 6e 3d 31 Ze 30 2e 35 30 30 30 2e 30 2c 20 43 on=1.0.5000
000060 7h 6c 74 15 72 65 34 6e 65 7H 74 72 61 6C 2c 20 ulture=neut
oooo7o 50 75 62 6c 69 63 4b &35 79 54 6f 6bh 65 6e 3d &2 PublicKeyTa
ooooso 37 37 61 35 63 35 36 31 39 33 34 65 30 38 39 10 771abc561934
oonoo9n 01 00 00 OO0 O1 OO OO OO 09 02 00 OO OO D4 02 OO
ooo0ad 00 00 1Ff 53 79 73 74 63 6d 2e 55 6e 69 74 79 53 Svystem.U
0oo00ho 65 72 69 61 6c 69 7a 61 74 69 6f 6e 48 6f 60 64 erializatia
onoocD 63 72 03 00 00 OO0 04 44 61 74 61 09 535 be 69 74 er Data
0oo0do 79 54 79 70 65 0Oc 41 73 73 65 64 62 6c 79 4e 61 yTvpe Assen
0000ed 6d 65 01 00 01 08 O6 O3 OO OO OO 19 53 79 73 74 me
0oo00ED 65 6d Ze 4d 61 72 73 683 61 6c 42 79 52 65 66 4f em.MarshalH
ooo100 62 6a 65 &3 74 04 OO0 00 OO0 O6 O4 00 OO0 OO 4e 6d hject .
0oo110 73 63 6 72 60 69 62 2c 20 56 635 72 73 69 6 Ge gcorlib, Ve
oooi1z20 3d 31 Ze 30 2e 35 30 30 30 2e 30 2c 20 43 75 6C =1.0.5000.0
5 - Tl _>|_I

The binary form is usually useful only if you want to understand what has been sent during a
DXM invocation. Having clicked Object inspector, you usually get the following window:
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2l x

Resolve KnownLayer, ¥ersion=1.0.0.0, Culture =neutral, PublickeyToken:

-] « ® kB

Look in: I = Debug

L?_:] GenuineChannels. dil
| %] 1CSharpCode . SharpZipLib. di
L‘E| Server. dll
File: Yersion; 1,0.0.0
Date Created: 11/22/2004 5:37 PM
Size: 48.0 KB
File narme: IKnawnLayer.dII j Open I
Filez of twpe: IDLL and EXE files [* DLL:*EXE] j ﬂl
o

On the title bar you can see what assembly is requested. Y ou need to find and open the assembly
that can be used to deserialize the message content.

2 ContentExplorer ) oy ] 4
639: The response message has been created.
|Jze menu in the main window to zave the content into a file. Use Object Inzpector only if vou are sure that
the content iz deszenializable and vou have all the required DLL=.
Binary viewer Y% Dbject inspectnr| q I
Mame | Walue | Tupe |
= ‘-"[:ﬁliu:untent Systemn. Runtime. Remating Messaging MethodRes...  System.Runtime. Remoting.M...
o Ao Count i] Syztem.Int32
+ 8 s An array containing O elements. Syztem Object]]
i A Ewneption <l Syztem. Exception
-4 H advartgs Falze Syztem. Boolean

-4 | pgicalCalContest

Sypztemn. Buntime. Rermoting. Meszaging. LogicalCallC. .

Syztem. Buntime. Rermoting. M.

Lo MethodB ase <null Spztern Reflection MethodB ase
oo A M ethodM ame <l Syztem. Sting
# MethodS ignature <l System. Object
4 NukdrgCount <<{Ewxception has been thrown by the target of ani..  System.Int32
fe 5 Outdgs <<Exception has been thrown by the target of ani..  System Object]]
+- 4= Properties A, dictionary containing 7 elements. Syztem. Buntime. Remoting. k...

+ -4 Batumy alue K.nowwnlayer. Entities. | ser K.nownLaver. Entities. User

i % Sustem Funtime. Fe... | <null Syztem. Buntime. Remoting.|d...
44 Sustem. Runtime.Re...  <nulls Syztem Buntime. Remating 5.

o TypeMame <l Syztem. Sting

A g <l Syztem. Shing

Asyou see, thisis a response message (System.Runtime.Remoting.Messaging.MethodRes...)
and it contains a ReturnValue. Y ou can unwrap it and inspect inner members.
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=10 x|

639: The response message has been created.

|Jze menu in the main window to zave the content into a file. Use Object Inzpector only if vou are sure that
the content iz deszenializable and vou have all the required DLL=.

Binary viewer Y% Dbject inspectnr| q I
MHame I Walue | Type -
+- 4 Properties A, dictionary containing 7 elements. Syztem. Buntime. Bemoting, k.

= 4 Betumy alue KnownLayer Entitiez, U zer K.nownLayer Entitiez, Uzer

44 Diezcription Administrator account Syztem. String
A2 plickname Administrator Syztem. Sting
A= Pagswaord password Syztem. Sting

+- 4 Permizsions All KnownLaver Entities, T ppe0f..
4 |serd 1 Syztem Int32
A\ fersion e8fhe 7 edd? 7449081 of1 23c6al8diDe Syztem. Sting
W _description Administrator account Syztem. Shing
W _nickname Admikistrator Syztem. Shing
W _paszword pazsword Syztem. Sting

+ W _pemissions All K.nownlLaver. Entities, Tppe0f..
W _uszerld 1 Syztem.Int32

W _wersion eBfhe 7 edd? 7449081 of1 23c6a08di0e

Syztem. Shing
#4 Sustem. Buntime.Re...  <nulls System. Funtime. Rermating. 1.7
##* Sustem Funtime.Re..  <null:

System. Runtime. Remating. 5.
Pr=—a =STem.n Y I _'I_I

Method calls contain all arguments and definitions of targets and methods.

Let ustake a closer look. On the next screenshot you can see that aremote host has sent two
parameters (MBR objects) and invoked our [void SubscribeToChanges(KnownLayer...] method
on the [KnownL ayer.Services.|UserCurdServices, Known...] object.

% ContentExplorer I

708: The message has been recerved.

=10l x|

Jze menu in the main window to zave the content into a file. Use Object Inspector only if vou are sure that
the content iz deserializable and vou have all the required DLL=.

Binary viewer (% Dbjeck inspectnr| q B
Mame I Walue | Type I
=g Content Syztem. Runtime. Remoting. Meszaging. MethodCall Syztem. Buntime. Remoting. k...
# prgCount 2 Syztem.Int32
= A g An array containing 2 elements. Syztem.Object]]
+-5 [0] << Thiz remoting prosy haz no channel sink which ... Clent.Met Services Receiver...
+ 1] << Thiz remoting prosy has no channel sink which .. Client Met Services Warning. .
“ Hagvartings Falze Syztem Boolean
A2 |ndrgCount 2 System.Int32
+- 4 g An array containing 2 elements. Syztem. Object]]

aging. LogicalCallC.. tern. R untime. Bemating. M...

Syztemn. Buntime. Remoting. Mess

fLogicalCallContest

+- 4 MethodB aze Woid SubscribeT oChangesFnownLaver. Servicez.]... | System Reflection Runtimeh. .

4 MethodM ame SubzcribeT oChanges Syztem. Shing
4 WethodS ignature <null Syztem Object
+ %= Properties A, dictionary containing B elements. Syztem Buntime Remoting k...

#4 Sustem Funtime.Re..  <null:
A Suztem Funtime.Re.. | <null:
“2 T ypeh) ame K.nownlaver. Services. IUserCudS ervices, knownl. ..
4|1 <l

Syztem. Buntime. Remoting.|d..
Syztem Buntime.Remating.5...
Syztem. Shing
Syztemn.Sting
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When we delete a user in the Beginner’s Guide sample, it sends the full user information:

: ContentExplorer .

=10 x|

1137: Asynchronous NET Remoting invocaiton is being initiated.

the content iz deszernializable and vou have all the required DLLz.

[Jze menu in the main window to zave the content into a file. Use Object Inzpector only if pou are sure that

4

Binary viswer 5% Object inspectur| 4 I
Mame I Walue | Type -
= A A gy An array containing 2 elements. Syztem. Object]]
+ou [0] Delete K.nownLaver Entities, T ype0f..
= [1] KnownLayer Entitiez, U zer K.rnownLayer Entitiez, Uzer
44 Diezcription Loze zabifu numusibu gavu linago. Betu lupeca za..  System Sting
“ Mickname Lipe Cahi Syztem. Shing
## Pageword pazsword Syztem. String
+-4 Permizsions Kl K.nownLaver. Entities, T ype0f..
4 ) serd 26 Syztem.Int32
A4\ ersion 92241 28bbe3edB9b9e29aa04a26e7 ced Syztem Sting o
@ _description Loze zabifu numusibu gavu linago. Betu lupeca za...  System.Shing

¥ _nickname Lipe Cahi Syztem. Shing
¥ _pazsword pazsword Syztem. Shing
+- @ _permizsions k1l Knownlaver Entities. T ype0f
W _uzerld 26 Syztem.Int32
W _wersion 92341 28bbe3ed6IbIe29aald a6 ced Syztem. Shing

| +f

Y ou can unwrap the Properties member and analyze the .NET Remoting stuff.

: ContentExplorer .

=10 x|

708: The message has been receved.
[Jze menu in the main window to zave the content into a file. Use Object Inzpector only if pou are sure that
the content iz deszernializable and vou have all the required DLLz.
Binary viswer 5% Object inspectur| q I
Mame I Walue | Type -
e -1 An array containing 6 elements. Syztem. Collections.ArrayList
o [0] _ Spstermn. String
S 1] __ MethodMame Systern.Sting
e [2] _ MethodSignature Spztemn String
= 3] _ Tvpelame Syztem. Shing
o [4] _ Args Systern. Shing
< [B] __CallContest Syztem. Shing
+- 4 SuncFoat A dictionary containing B elements. Syztem. Buntime. Remoting, k.
= A glues An array containing B elements. Syztem. Collections ArrayList
o (0] <rullz Syztem. Dbject
w11 SubzcribeT oChanges Syztem. Shing
+ [2] An array containing 2 elements. Spztem. Type(] —
w3 K.nownlaper Services IUserCrudServices, Knownl. . System Sting
+oui [4] An array containing 2 elements. Spztemn. Object]]
+-14y [5] Syzstem. Runtime. Remoting. Messaging LogicalCallC...  System Runtime. Femating. k. -
< it

In general, the list of made invocations gives you the full list of happened events including lease
management and SAO/CAO/ObjRef work. Sometimes, it greatly simplifies debugging.
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All loaded assemblies are cached, so you will not be asked to select the same assembly again.
Y ou can reset the list of loaded assemblies via Record > Reset cached assemblies.

Y ou can always save the dump of the message via Record > Save to file.

The deserialization of DXM messages is not supported by the current implementation. You can
view the content of DXM messages in the binary representation or save it into afile.

5.5. Invocations

Genuine Log Viewer collects all invocations into Made | nvocatons and Performed | nvocations
folders. Made I nvocations include invocations sent to a remote host. In other words, if you send
an invocation request and receive aresponse, it isaMade | nvocation.

£@ '\ Tmp'\bg_server.2004-12-16.genchlog - Genuine Channels Log Yiewer: [ =1 I
Eile  Conmection  Record  Window  Help
PP ik | E e k| v
LR i | List of made invocations |Pmpemes i |
= Log Records Log Records » Made Invocations 24 | J
| Messages -
% Broadcast Invacations Fleques| Number | Request | Fespanse | Methad Name [ Irve = El Request ﬂessage Connection =
5 Channel Events I (10} SYNC At /8 (12510 REFLY,  SystemMarshalB /84 Bitevbecsied |0
it Connextions ERE (12 SYNC; AL /8 (14212LREPLY;  SystemMarshall /84 Bytes et 31577
= Made Invocations IR [13]: SYNC: At 48 [15513):FBEFLY:  SystemMarshale /84 Closed L2/15/2004 2159:10 PM
% :::Z;::doi::ocamns 23 1 UB1SYNC: b8 | 17515 REPLY:, ESbsteniMaistial i EZ:::E::E: II\'?anager icpConnectionManager
ﬁ“ Security Sessions 2 ! (181 STNE AL 78 L1521 B REPLY, Loistorm aishalb ] Connection Type Persistent | TcpConnectiont
B Debug Messages 40 1 [24]: SYNC; &b _  [8-»24); REPLY; Spstem.MarshalB gt e 12/16/2004 2:57:12 PM
42 1 [25]; SYMNC; &b _  [3-:25); REPLY; System.barshalB gt i e e
48 1 [27); S¥NC; AL /2 [11->27); REPLY;  SystemMarshalB /21 Pings Sent 5
48 1 [28); S¥NC; Ak /2 [12>28): REPLY;  SystemMarshalB /21 s ey SRR
52 1 [30); SYMNC; Ak /2 [14-:30); REPLY;  SystemMarshalB /21 BT ey s e oy
54 1 [31); SYMNC; Ak /2 [15>31); REPLY;  System.MarshalB /217 = 5 1
i 2 | REPLY: Place ezl bacic 0
|(33),‘ SYNC; Ak [2152f7a5_cd97_4f4a_b7E7_7296bF5bbosblgrysOUnzRM_jIaxavbalsaif_4.rem; Target: System.MarshalByRefObject.CreateObjRef; Size: 350; Timout: 1073741 sec;
77 1 [45]; SYMC; AL _  [8->45); REPLY; System.MarshalB  _gt o Fllepquest e Rl:amot: IHoIsI:u Hold el i
79 1 [4B]: SYMC; A _  [9-:4B): REPLY: Systern.MarshalB gt o ablichiai L2/16/2004 2:57:12 P
83 1 [48); SYNC; Ar /8 [11-248); REPLY; | SystemMarshalB  /8E Local end paint e
85 1 [49); SYNC; A6 /8 [12:49): REPLY;  SystemMarshalB  /8E = =
a9 1 [51); SYNC; &k /8 [14-:51); REPLY;  Spstem.MarshalB /8 Primary LRI atepejbFaTbO400E0FH 41t
91 1 [52); 5¥NC; Ak /8 [15>52); REPLY;  SystemMarshalB  /8E R IZ?.D.D.1:2183
95 1 [54); S¥MNC; Ar /8 [17->54): REPLY:  SystemMarshalB  /8E e =
97 1 [55); SYMC; Ak /8 [18->58); REPLY; | SystemMarshalB  /8E e abep{brS7hI4D0EDA LA 1L
110 1 [B3]; SYNC; &b _  [8-:B3); REPLY; System.barshalB gt o Tt ;I
112 il [B4]; SvMC; AL _  [9-:E4); REPLY; Spstem.MarzshalB gt URI
116 1 [BE): SYMC: At /8 (11->66): REPLY:  SpstemMarshalB | /8¢ _ 1| The LRI of the remote host.
110 4 FET PRI e 0 Y CT OIS, Febens b eecle a0
4 ] _>I_I
| Record Details a x|
#58 (Requesk: (33); SYNC; At [2152f7a5_cd97_4f4a_b787_7296bFSbbasb/grvsOUnzRM_jl3xavbanssif_4.rem; Target: -
System.MarshalByvRefObject. CreateCbjRef; Size: 350; Timout: 1073741 sec; Response: (17-%33); REPLY; ASYMC; Size: 1155; Timout: 1073741 sec;
) Total responses: 1; Tatal size: 1505; Execution time: 00:00:00,0160000; Method: Systeri.MarshalByRefObject . CreateObiRef; Target:
[2152F7a5_cda7_4F4a_b7a7_7296bF5hho3b/grysOLINZRM_13%AVEENSEIF_4.rem T
|Heady >

Performed I nvocations are invocations executed on the local host. In other words, when we
receive an invocation request, execute it and send back an invocation response.
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£@ '\ Tmp'\bg_server.2004-12-16.genchlog - Genuine Channels Log Yiewer: o [=] 4

Eile  Conmection  Record  Window  Help

x| E B ka5

List of performed invocations |Pmpemes e
- Log Records » Performed Invocations %+ |
4= Messages -
% Broadcast Invacations Fleque | Mumb| Request | Response | Method Mame | Invoce | El Request ﬂessage Connection =
i Channel Events » 1 i e REPLY: Kr v | Bytes Received 0
B 1 [LASYNGAL: (896 REPLYS KnownlayerSemi Secui oy = ?2?16;82004 o4 P
12 1 [10); ASYMC; At: ;. [11-10); REPLY;  KnownlLayer.Servi  UszerCi pe—— r =
18 1 (13 ASYMNC: At [14-312): REFLY:  Knownlayer Serdi  BookC e
24 1 [1E]: ASYMNC: At ;  [17-»1E); REFLY:  KnownlLayerServi  Param e Pareetart [ TeComnacianT
Bi Debug Messages 3o 1 [19]: ASYMC: At [18-»19): REPLY:  KnownlLayer.Servi  UzerCi e 12/16/2004 2:57:04 P
kil 1 [200; ASYMC: At 0 [19-+20); REPLY:  AAuction/BookPro  AAuct i e e
35 1 [2); ASYMC; AL ; [21->2); REPLY'; KnownLayer. Servi Securi Pings Sent =
39 1 [B); ASYNC: AL ;| [26-+5): REPLY: KnownLayer. Servi  Secun s ey SRR
45 1 [10); ASYMNC: At [29-+10); REPLY:  KnownlLayerServi  UserCi BT e e e oy
51 1 (13 ASYMC: At [3213); REPLY;  KnownlLayer. Servi  BookC - s 2
57 1 (1Bl ASYNC: At ; (35316 REPLY:  Knownl[KnownLayer Services, IUserCrudServices, SubscribeToChanges | .,
63 |1 (19): ASYHC: At [35>19) REFLY: | KnownLaper Seri | UserCr ol HETR T D)
B5 1 [OASYNC:AL: (37>20LREPLY: /huction/BookPro Jbucti_|f| ;":‘:uest O kbl
B9 1 [22]: ASYMNC: At ; [40-522): REPLY:  Knownlayer Servi  Paramn o ablichiai L2/16/2004 2:57:04 PM
72 1 [2); ASYNC: AL [422):REPLY: KnownLayer. Servi Securi Local end paint e
76 1 [G); ASTYNC: AL ;| (4725 REPLY: FnownLayer Servi  Securi = =
82 1 [10); A5YMC; AL ; [B0-10); REPLY:  KnownLayer.Servi  UserC Primary LRI atepef{71F941 D341 465
a3 1 ;3313 REPLY:  KnownlayerServi | BookC R IZ?.U.U. Lolag
94 1 [56->16): REPLY:  KnownLayerServi  Param e =
o 1 oo [B7189) REPLY:  KnownlLayerServi  UszerCi e abep[71F41 B0ase14dES
102 1 [200: ASYMC: At: ;. [98-20); REPLY:  AAuction/BookPro  AAucti o Tt ;I
105 1 [2]; ASYNC; AL ; [B0-»2); REPLY'; KnownLayer. Servi | Securi URI
103 1 [B): ASYNC AL ;| [BB»ELREPLY:  KnownlaperServi | Secur The URI of the remote host.
1410 1 AN AT, dL s A0, AEnss. Eoimmarnnl mivme e 1] amal, il
1] | _|_I
| Record Details a x|
#2 (Request: {2); ASYMC; At: ; Target: ; Size: 157; Timout: 1073741 sec; Response: {3-=2); REPLY; S¥NC; Size: 23; Timouk: 1073741 sec; ) Total d
responses; 1; Total size! 150; Execution time; 00:00:00.0310000; Method: KnownLaver . Services. ISecurityServices. Checkiersion; Target:
SecurityServices. rem
Jiz|
Ready >

5.5.1. Lifetime

When you need to track down a made or performed invocation, open the Messages folder and
find the corresponding incoming and outcoming messages. After that, you can use filtering to
find all eventsrelated to a particular message.

5.5.2. Available Information

The properties of an invocation include its request message, response message and statistical
information. The statistical information contains the size of the request message, the size of the
response message(s), the total size of the invocation and its execution time. The execution time
of made invocations includes the time spent on sending the request message and receiving the
response message (a network round trip). The execution time of performed invocations does not
include a network round trip and displays the pure time of execution.
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£@ '\ Tmp'\bg_server.2004-12-16.genchlog - Genuine Channels Log Yiewer: o [=] 4

Eile  Conmection  Record  Window  Help

X | EEE| v

= i List of made invocations |Pmpemes il |
=i Log Records Log Records » Made Invocations 2t | J
4= Messages -
E¥ Broadcast Invocations Narne | Invacation Target | Request| Respons | Tatal Siz | Execution Time Sp | = Bl Request I\.‘Iessage LG LT =
Channel Events » Bytes Received i
Cornections asha  _giop /71941800 150 23 173 000000 Dhtesien St
e acle Invocations § ashalB | /84P24acD G488 350 1155 1505 O0:00:00 Closed 12/18/2004 259:14 PM
% :::Z;::doi::ocamns aishald (Buizaacl bie0 . | 190 2 173 e0n a0 EZ:::E::E: II\'?anager '}'cpConnectionManager
; Security Sessions crshals /BAfdach BIEE | 350 1155 2 D0.00.00 Connection Type Persistent | TcpConnectiont
s ashalB | /8424500 8468 150 | 23 173 00:00:00 = e
ashalB | /842400 8468 350 1155 1505 00:00.00 :
ashalf | /84P24ac0 G488 150 | 23 173 000000 bocal End e L2018
asholB  _glep//biS7H0400 350 1154 1504 0000000320000 N T T
ashalB | _gtep://bia7b0400 150 | 23 173 00:00:00 = 0.1 :
aishalf | /215275 cd37_ 30 1155 1605 D000 [D0:D0:00.03zopop] UEStMessage Invocation Level Securit
ashalB | /2152735 cdd7_ 150 | 23 173 00:00:00 b L —
ashalB | /21527a5 cd37 /0 1155 1505 Q00000 Neme SefaUlt bosic DN
ashal /2152785 cdd7 150 23 172 000000 i ;":;uest O Ri:zizr:‘;:awes suppor
ashalB /2152785 cd37_ 350 1155 1505  00:00:00.0180000 :
sshaB /215275037 150 23 173 0000 ek S L2 Tl A nE D
ashaB  _gep/A7bd1043 350 1154 1504 00:00:00.0310000 tzz:: Iegd point ;2?'0'”'1'8?3?
ashalB | _giep/A126d1043 150 | 23 173 00:00:00 oy LR T
ashalB | /8bb3ccSd a30_ 350 1155 1605 00:00.00 —
ashal  /bb3ccEd_a¥0_ 150 23 173 00000 Redolondpont  |127.0:0 Lizlee
ashalb  /bb3ccSd &¥0_ 350 1155 1505 000000 Remote 1D 3
ashaB  /SbbdocSd a0 150 23 173 000000 Ik Ltch T Chatetid o g
ashalB | /8bbiccsd a30_ 350 1155 1505 O0:0D.00 T
arshalB  /Bbb3cchd_a3f0_ 150 23 173 00:00:00 || The LRI of the remate host.,
R R TR I et TR W T T
‘ e
| Record Details 7 x|
#7 (Request: {6); SYNC; At _gtcp:/[71f94180a4e14d65a629d32 aalGaF 25 W arningOfPermissionChange. rem; Target: -
aystem.MarshalBvRefObject. CreateCbjRel; Size: 350; Timout: 1073741 sec; Response: (8->6); REPLY; ASYNC; Size: 1154; Timout: 1073741 sec; )
Toktal responses: 1; Total size! 1504; Execution time: 00:00:00.0310000; Methad: Svstem.MarshalBwRefObjack, CreateCbiRef; Target:
_gkcpif{71F241 80a4e14d65a629d32aaFEEfF 25 M arning Of PermissionChange. rem LI
Ready >

5.6. Broadcast Engine

The Broadcast I nvocations folder contains only general statistical information and can be useful
only when you want to check the number of recipient that successfully received a particular

message.
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| (1 Tmp',bg_server.2004-12-16.genchlog - Genuine Channels Log Yiewer & |EI|5|
Eile  Comnection  Record  Window  Help
(3 x| | & 42
Log explarer # . Properties s
| 3 | List of log messages | x |
= Log Records Log Records » Broadcast Invocations 24 |
4= Messages = -
% Broadcast Invacations # | Dispatche | Dispatche | Recipie | Successf| Failed | Method Name Broad;ast;nvocatlon
== q Dispat I z
Fi Channel Events 1040 2 0 0 0 KnownL aper.5 ervices. [wan Dfspatcher i
i z ispatcher Mame
q" Connections 1042 3 5 5 1] Krownl aper. S ervices. IR ece .p 1
¥ Made Invocations 1128 3 5 5 o Falled Responses O
% Performed Invocations » _—_ Filker . Server . Services, SecurityServic
3: Remaote Hosts 1716 3 5 5 0 Invocation Id 4
ﬁ‘ﬁ Security Sessions % g = Mekhod Name KnownLayer, Services, I'Warning
1300 3 5 ] 1] Knownl aper. Services IR ece
{&] Debug Messages L FD 0
KnownLayer, Services, IReceiverOfUserChangetwarnings. User_hanged |
et Bt
El pispatcher Settings
Calllshsync True
IgnoreRecurrentCalls | True
Interface KnaownLayer. Services, IWarning
Local URI base drel S4cc95cS4azfacf 1 4fbetad
MaximumMumberOFiCe 4
MaximumMNumberOFCe 4
ReceiveResultsTimeCn 120000
Total Recipients
Mumber of recipients left after filkering.
A »
| Record Details 7 x|
#1213 Dispatcher Mame: ; Total Recipients: 0; Successful Invocations: O; Failed Responses: 0; Method Mame: d
KnowrLayer, Services. WarningOfPermissionChange. PermissionChanged; Filker: Server,Services, SecurityServices+FilkerBylsers,
ha
|Heady >

If you need to find out what data has been sent or received during a particular broadcasting, work
with messages as it is described in section 5.4.

For example, if you want to find out what content has been sent to those five clients, open the
Messages folder and look for the message you want to find:
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£@ '\ Tmp'\bg_server.2004-12-16.genchlog - Genuine Channels Log Yiewer: : o [=] 4

Eile  Conmection  Record  Window  Help

X | BB

|L0g explorer 3 x | R |Properties a3 = |
List of messages 2
=i Log Records Log Records » Messages 2t |
E Messages o c
2% Broadcast Invocations =
it Message type: JaLL 7| Taget [ Mame <default basics (D"
Connections Method name: I Behavior: Apply I Type Mo security features suppor
=% Made Invocations El M ]
@ Performed Irvocations # | MessageID | Reply ID | Size | Message Type | Invocation Type = Connection name
3_= Remate Hosts 200 25 107 23 BroadcastEngine  Received respo Connection bype Persistent
7 Security Sessions s 110 ] E25 BroadcastEngine  ASYMC Reques Invocation timeout <not specified >
{4 pebug Messages 202 111 0 625 BroadeastEngine  ASYNC Reques Message ID 114
02 112 75 23 Ordinary Fesporee bein Method name KrownLayer, Services, IRece
204 23 109 23 BroadcastEngine  Received respo Role . . ASYNC Req“?St being sent.
205 26 110 23 BroadcastEngine  Received respo Security Session <default basic:>
206 24 111 23 BroadcastEngine  Feceived respo Seqno 210
207 23 103 23 BroadcastEngine  Received respo Size 608
08 27 0 485 Ordinay A5TNC Receive Target fabblccsd_a3f0_4f03_sabe
203 113 0 603 BroadcastEngine  ASTNC Feques Type BroadcastEngine
» 7 El Remote Host
211 115 0 BroadcastErgine  ASYNC Feques Established 12/16{2004 2:55:12 PM
212 (118 ] Broach Feques Local end point 127.0.0.1:8737
23 117 ] BroadcastEngine  ASYNC Reques Local ID #
214 118 27 Ordinary R espanse bein Primary LRI _gtepif12bd1043478c412c
216 26 113 BroadcastEngine  Received respo Remote end point 127.0.0.1:2184
217 |25 117 BroadcastEngine  Feceived respo Remote ID 3
218 24 115 BroadcastEngine  Received respa URT _gbep:if12bd10434 78041 2072
219 28 116 BroadcastEngine  Received respo T
220 |24 114 BroadcastEngine  Received respoT The LIRT af the remote hast,
1 »
| Record Details 7 x|
(114 ASYNC; At: fabb3ccSd_a3f0_4f03_Sabe_73d4cebsfcesfLahda_zdPI_eZzEkegCmuWRT_1.rem; Target: d
KnownLayer, Services, IReceiverOfUserChangeivarnings. UserChanged; Size: 603; Timout: 1073741 sec;
i
Ready >
2 ContentExplorer ' oy ] 4
1309: Asynchronous NET Remoting invocaiton is being initiated.
Use menu in the main window to save the content into a file. Use Object Inspector onlp if pou are sure that
the content iz deszernializable and vou have all the required DLLz.
Binary viewsr ¥4 Object inspector | 4 I
Hame | W alue | Type -
= V‘[.;ifliu:untent Spstemn. Runtime. Remating. Messaging MethodCall Syztem. Buntime. Bemoting, k.
#4 prgCount 2 Spstem.Int32
= A g An array containing 2 elements. Syztem.Object]]
+-5 [0] Create K.nownlaver Entitiez. T ype0f
= [1] FnownLaver Entities. L zer K.nownLaver. Entities. User
i 44 D asription A, description, Syztem. Sting
4 Mickname |Jser name Syztem. Shing
4 Pazaword pass Syztem. Shing e
+ -4 Permizsions Haone Knownlaver Entities. T ype0f
# |l zerld 42 Spstem.Int32
2\ erzion 3d1fd1eBEE324ffcbab3bzBbbac3e7 26 Syztem. Shing
W _deszcription A, description, Syztem. Shing
W _nickname |dzer name Syztem. Sting
¥ _pazsword pass Syztem. Sting
+- i _permizsions Hone K.nownLaver. Entities. Type0f.. -
| |
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5.6.1. Lifetime

Broadcast records are displayed in bright green. The broadcast engine and dispatchers always
follow the state diagram.

£@ '\ Tmp'\bg_server.2004-12-16.genchlog - Genuine Channels Log Yiewer: o [=] 4

Eile  Conmection  Record  Categories  Window  Help

s | Eer | @ ve

. Properties a ox
List of log records |
: Log Fecards o= 8 |
| Messages
E¥ Broadcast Invocations - . B Record
' Channel Events Message |d ID :’ Host Ui I Alerter SecuritySessionSer vices, SetGlo
qif Connections S ecunity Session Name: I T I Category KeyProviderAssociated | Securi
=% Made Invocations ! : o - Seqno 1
{fla Performed Invocations S | ZH I Onlpexcept  Apply Thread ID 1512
3= Remoke Hosts : Thread Name
= Security Sessions # | Time | Eateg_°_”' | Remate host | Message |Aalll e 12162004 2:57:01 FM
{2 Debug Messages 120 25841 PM  ReceivingStated  B/3URL: URI: _gt Te
120 25841 PM  ReceivingFinishe | B/3JRL: URL: _gt Tc

120 25841 PM SecuritySesziond  B/3URL: URL _gt [24-3104); REPL G
120 25841 PM  MessageReceive EB/3URL: URL _gt [24-»104); REPL G
120 258:41 PM  MessageDispatch  B/3URL: URL _gt [24->104;:REPL  As

120 25841 PM  BroadcastRespon  B/3URL: LRI _gt Re
120 25841 PM  Broadcastineocati R
120 25850PM  ReceivingStarted  B/3 AL URL _gt Tc
120 25850 PM  ReceivingFinishe | B/2URL: URL _gt Tc

121 25860PM SecuritpSessiond  B/3URL: URL _gt [25); ASYMC: AL ;G
121 258:50PM  MessageReceive B/3URL: URL _gt [25); ASYMC: Ak ;G
121 25850PM MessageRequestt  B/3URL: URL _gt [25); ASYMNC; At ;G

121 Z5850FM  Broadcastinvocati R
121 25250PM  BroadcastFikerCa Di
121 25880PM Broadcastinvocati R
121 258E0PM  BroadeaslBroadcastFikerCalled | BroadcastEngine | Fe
121 25%50PM EBroadcastRecipie  2/3URL: URI _at R

121 25850PM  MessageCreated  2/3URL: URL _gt [107]; ASYMC: At Ge Time

121 25850PM  MessageRequestt  2/3URL: LRI _gt [107); ASYMC: At Ge (|| The time moment when the record has been
=, = =W e created.
4| | »
| Record Details a x|
Mo exception is associaked with this recard. d
ha
Ready >

5.6.2. Available Information

Y ou have the name of the used filter, the method name, the number of invoked recipients and the
number of received responses. Y ou can inspect the content of sent and/or received requests and
responses like in the case of the regular .NET Remoting invocation.

The name of the dispatcher can be set via Dispatcher.DbgDispatcherName. The identifier of the
dispatcher is available during execution via the Dispatcher.DbgDispatcher|d property.
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